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STREAM Integrated Risk Manager

STREAM is a fast, flexible, scalable and easy to use risk management platform. It provides
unrivalled management level visibility into your risk and compliance status in a way that

Risk visibility justisn’t possible with spreadsheets or individual security technologies.

STREAM captures, correlates, aggregates and presents all of the management information
required for:

e Risk-based compliance with regulations and standards, such as ISO 27001, GDPR,
PCI-DSS, NIST Cyber Security Framework and COSO

e Risk-informed decision making
Rapid deployment
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Customisable

e Risk reporting, in the language of business leaders.

On-premise or SaaS

"STREAM Version 5 is a complete game-changer"
Chief Risk Officer, Midland States Bank, USA

Intuitive

Do you recognise these challenges?

e Seeing clearly the status of key risks to the business

e Managing and mitigating exposure to data breaches
e Demonstrating a diligent approach to protecting information such as personal data

e Maintaining compliance with multiple regulations, control standards and contractual

Low cost of obligations

ownership
e Demonstrating accountability for risk acceptance and actions
e Communicating risk information to business leaders
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e Operating efficient processes for managing risk, compliance, vulnerabilities, incidents
and other events
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Main Features
Risks
e Configurable risk registers and risk assessment schemes

e Automation to identify known risks and map
relevant controls

e Automated and manual estimation of risk

e Easy visibility of all correlations and contextual
information on which to make risk-informed
decisions

e History of all risk assessments and acceptances
Controls

e Manual and automated assessment of controls and
related metrics/KPIs

e Automation to map controls to relevant assets/business
processes

e Support for multiple cross-related control
frameworks

e Automatic scheduling of checks and updates
e History of all control assessments and approvals

Vulnerabilities

e Import from vulnerability scanning tools and
penetration tests
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Cyber Risk Management

A risk-based approach to cyber security is required by most
current regulations and standards, such as GDPR, ISO 27001 and
the NIST Cyber Security Framework.

Effective cyber risk management requires visibility of the multiple
and sometimes complex relationships between risks, controls,
vulnerabilities, incidents, audit findings and actions in relation to
assets, business processes and objectives.

STREAM captures, correlates and aggregates information to
provide unrivalled management-level Vvisibility of risk and
compliance status allowing business leaders to make risk-
informed decisions and set risk-based priorities for action.

Evidence and history is retained to demonstrate a diligent risk-
based approach to customers, regulators and other stakeholders.

an

:

e Prioritisation of remediation actions with auto-
assignment to owners, escalation and reporting

Events

e Unlimited Event types with user definable fields, e.g. for
incidents, near-misses, issues, threat intelligence

e Correlate events to risks, controls, assets and actions
Audits

e Record audit findings and correlate with risks,
controls, assets and actions

Actions

e Integrated action management across all risks,
controls, vulnerabilities, assets, events and actions

Workflow
e Configurable workflow with scheduling and email alerting
Dashboards and Reporting

e Business Dashboards showing ‘at a glance’ summary
views with easy navigation, aggregation and
drill-down

e Rich set of graphical reports with extensive user-
definable custom reports

e Integration with Business Intelligence tools for
enhanced reporting
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Integrated Risk Management Business Benefits
STREAM is optimised for the demanding requirements of The risk visibility provide by STREAM allows our users to
cyber risk management and enterprise risk management make the right risk-informed decisions to protect their
but can also be configured for a wide range of other risk businesses and to take advantage of new digital business
and compliance applications. opportunities.

Reduced risk of losses and reputational
damage from data breaches and other
events

Evidence of a diligent risk-based approach

E——" for customers, regulators and other

stakeholders

Help the business to securely exploit the
benefits of digitalisation

Efficient processes for managing risks,
¢ compliance, incidents, vulnerabilities and
actions

Customers
“The risk-based approach and importantly the visibility provided

by STREAM enabled the NHS Wales Information Services to

G | OTTO outbreak on the core national infrastructure in Wales”

SOCIETAD!
S | o Cyber Security Compliance Lead, NHS Wales Information Services

"The software itself is very user friendly,
particularly the new version 5"

Loss Control Manager, Itau Corredor de Seguros, Columbia

“Having ditched the spreadsheets, ZEISS now manages risks and
controls easily and efficiently to match its own in-house
standards of business from using a single platform accessible to a
large number of employees across the business”

Regional Information Security Officer, Carl Zeiss AG, Germany
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SC Magazine Risk and Policy
Management Review, November 2017

“This is a traditional GRC-style risk management tool with a

few really nice features added to improve efficiency through
automation.”

"You can set up your own dashboards that provide information on your projects and
deadlines. Drill-down from the dashboards is very good as is the level of detail
available. For example, drilling down to a specific asset reveals its compliance against
your selected standards. Theses risk pages are exceptionally detailed, and everything
is configurable. Connectors to major vulnerability scanning tools are included and
results can be imported directly into STREAM and automatically linked to assets."

"Reporting is comprehensive and in addition to the large number of reports supplied
out of the box, users can create their own, simply and quickly. The custom report
generator is very simple. The user picks a report type - e.g., risk - and clicks on the
fields he or she wants and the tool does the rest. The database is snapshotted
automatically monthly or more frequently if user chooses. This allows trending."

STREAM v5 FREE Edition

STREAM v5 FREE Edition
Request a FREE Edition of STREAM from Perpetual License

our website to try it out for yourself. More info

Contact Us Watch our free online training and model e

. . _.————-—___-—--.___‘_-
For further information on your risk management processes in - .
STREAM please contact us: STREAM. ﬁ;__g

Contact us for subscriber licenses and roll-
out in your organisation.

info@conformisinfinance.it

Acuity Risk Management

www.conformisinfinance.it

London-based, Acuity Risk Management was formed in 2005 to provide integrated

@ 02 87186784 risk management and compliance software solutions and services. STREAM
Integrated Risk Manager was launched in 2007 and adopted by major corporations
and government agencies for a range of risk and compliance applications, including
Cyber Risk, Enterprise Risk Management, Operational Risk, Business Continuity,
Health, Safety and Environmental Management.

conformis-in-fiance-srl . . .
Acuity’s consultants have implemented risk management processes and software

solutions for hundreds of organisations in every major business sector. STREAM

itself is being used in over 100 countries.



http://www.acuityrm.com/
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